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A new project from Lawyers Weekly, working 
with sponsors, to bring you practical and insightful news. 
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The ABA 2017 Legal Technology Survey reports 
that 22 percent oflaw firms experienced a cyber at
tack or data breach in 2017. Law firms hold a host 
of data that is attractive to hackers, and are fre
quently involved in wiring funds for disbursement. 
With that in mind, we spoke with businesses that 
work with law firms to protect and advise them in 
matters of privacy and data security. 
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Law firms collect and maintain 
some of the most sensitive data that 
exists about their clients, whether it 
is evidence for a trial, financial in
formation for a merger or medical 
records for a personal injury case. 
It is vital to a firm's reputation and 
bottom line to ensure that data is 
collected, handled and stored in the 
most secure way possible. In this 
special question-and-answer forum, 
leaders in data security and privacy 
discuss critical issues and methods 
for keeping data safe. 

Participants in the Virtual 
Roundtable were Angela Doughty, 
Privacy Practice chair and intellec
tual property attorney in the New 
Bern office of Ward and Smith PA, 
and Tim Opsitnick, executive vice 
president and general counsel at 
TCDI, a data security company 
based in Greensboro. 

There is a distinction between pri
vacy and data security, but the two 
are interrelated in how law firms col
lect, handle and store sensitive client 
information. Doughty explained how 
they differ and how they are related. 

Doughty said, "Privacy laws gov
ern the collection, use and handling 
of data. Data security involves the 
implementation of security measures 
adequate to protect the authenticity, 
confidentiality and integrity of the 
data. The applicability and require
ments of these privacy laws directly 
impact the data security mecha
nisms required. Frustratingly, these 
privacy laws and data security re
quirements vary significantly from 
law to law and country to country 
and the penalties for noncompliance 
are often substantial." 

She continued, "To understand 
the level of data security required, 
the firm must first understand the 
privacy laws that apply to the data 
it collects and stores. A firm can have 
data security mechanisms imple
mented and still not be compliant 
with applicable privacy laws. A firm's 
failure to comply with the applicable 
privacy law and corresponding data 
security requirements can result in 
legal and regulatory liability for both 
the firm and, in certain industries, 
its client." 

Doughty concluded, "The unfortu
nate reality is that no security mech
anism is flawless, and many believe 
that security incidents are a matter 
of when, not if. The consequence of 
this is that firms must (i) protect 
against security incidents by em
ploying the requisite security mecha
nisms (technical safeguards) and (ii) 
position itself to best minimize its 
risk and liability under applicable 
privacy laws (administrative and 
procedural safeguards). To do so, the 
firm must understand what privacy 
laws apply to the data collected, the 
data security requirements under 
each applicable privacy law, and the 
proactive (policies and procedures) 
and reactive (notifications, contain
ment, remediation) requirements 
when there is a security incident." 

What are some common mis
takes that law firms make when 
it comes to data security, and 
what are the biggest risks? 

OPSITNICK: The biggest mis
take and risk is assuming that a 
security incident will happen tO an
other firm or attorney and not to me 
- data incidents are pervasive. 

DOUGHTY: Law firm employ
ees are often the biggest data secu
rity vulnerability. It is important to 
provide employee education, on an 
ongoing basis, about the firm's pri-

vacy and data security policies, confi
dentiality expectations, and ways to 
reduce the risk of a security incident 
(phishing scams, HIP AA training, 
encryption standards). It is also a 
good idea to put technology in place 
to prevent employees from, inadver
tently or maliciously, violating the 
firm's policies -e.g., removing ability 
to download or upload, limiting ac
cess to certain websites, and restrict-
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ing access to sensitive data. 
A majority oflaw firms have Bring 

Your Own Device (BYOD) policies 
that allow attorneys to access the 
firm's network and then download 
client data to the device while out of 
the office. While this type of remote 
access is now a necessity for most 
lawyers, firms must understand and 
manage the risks related to this t)rpe 
of external access to its systems from 
personally owned devices. It is im
portant to ensure the same levels of 
security are required for these devic
es as are required for internal devic
es - e.g., current antivirus and mal-

- ware protection, mandatory complex 
passwords, encryption and remote 
wiping capability should the device 
be lost or stolen. 

Cloµd vendors and other out
sourced resources that will store, 
transport or have access to client or 
employee information also present 
risks. All vendors (cleaning compa
nies, shredding companies, SaaS 
providers) should be thoroughly 
vetted based on the scope of access, 
type of access and the type of in
formation that will be accessible to 
such vendors. All vendors with data 
access should, at a minimum, ex-

ecute a confidentiality aireement. 
For vendors that obtain access elec
tronically, law firms should confirm 
that the vendor requires passwords, 
encryption and maintains current 
antivirus and malware software. All 
vendor contracts should be reviewed 
for indemnification clauses, liability 
limitations and the allocation of re
sponsibility for a security incident 
or breach. Additionally, if a law firm 
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stores certain categories of informa
tion such as protected health infor
mati.on, financial institution cus
tomer information or European data 

- subject information, the firm must 
ensure that the additional restric
tions on that information are also 
required of the vendor. 

What data assets should a law 
firm be trying to protect? 

DOUGHTY: All client informa
tion must be protected. Additionally, 
the personal information of the law 
firm's employees must be protected. 
However, the level of protection re
quired for the client data and em
ployee data collected and sto.red by 
a law firm varies depending on a va
riety of factors, such as the circum
stances .under which the data was 
collected, the source of the data and 
the terms of any contract or consent 
provided when the data was collect
ed. For this reason, it is important 
the firm understands all of its data . 
assets - including the source of the 
data - and not just the existence of 
the data to ensure proper protection. 

For example, if a law firm obtains 
a medical record from a doctor, then 

the protection required must comply 
with the privacy and security obliga
tions of HIP AA. If, on the other hand, 
the same medical record is obtained 
directly from the client, then the re
cord must still be protected as a con
fidential client record but not to the 
level of HIP AA's requirements. Like
wise, the notifications required in the 
case of an unauthorized disclosure of 
this same medical record would vary 
depending on these same factors . 

OPSITNICK: A law firm should 
first identify the data assets that 
it has, describe them and identify 
where they are located. A firm can
not protect the data that it does not 
know it has or where it is located. 
Each data asset must be separately 
evaluated for the appropriate safe
guards and risks. 

What technologies and/or pro
cesses should a finn have in place 
to protect clients' sensitive infor
mation? 

DOUGHTY: Encryption repre
sents one of the simpler security mea
sures available for managing security 
risk. However, encryption is not a 
one-size-fits-all solution, nor does it 
ensure the complete avoidance of a 
security incident. There are different 
forms (e.g., email, full-disk, file, etc.) 
and levels (128-bit, 192-bit, 256-bit) of 

. encryption that can be implemented 
in different ways (data in transit, 
data at rest and data backups). 

Breach prevention technology in
cludes encryption but also includes 
firewalls, antivirus and malware 
software, and other technologies 
aimed at preventing a breach. 

Active breach detection technol
ogy aims to actively identify, track 
and stop any hacker that breaks 
through the breach prevention tech
nology. 

All law firms need a security inci
dent response plan. The purpose of 
the plan is to allow the firm to recov
er as quickly as possible from an in
cident by planning for business con
tinuity and minimizing or. mitigating 
the effects of the incident, as well as 
the protection of the firm's clients. 
Security incidents involve internal 
and external resources and result in 
multiple moving parts, which makes 
having a structured and systematic 
process for how to handle the inci
dent very valuable. 

OPSITNICK: It is important to 
note that there is no one answer or 
perfect answer to this question. The 
technologies, processes and safe
guards must each be evaluated to 
determine what is reasonable under 
the circumstances relating to its rep
resentation of a client. Reasonable is 
defined by considering factors such 
as the sensitivity of the information, 
the likelihood of disclosure if addi
tional safeguards are not applied, the 
cost and difficulty of additional safe
guards, and whether the safeguards 
adversely affect a lawyer's ability to 
represent the client. 

How does a law firm assess its 
vulnerability? 

OPSITNICK: A law firm should 
assess its vulnerability by engaging 
a third party to perform a cybersecu
rity assessment to review its security 
controls and compliance efforts. 

DOUGHTY: Law firms should 
assess and test their IT structure 
through periodic self-audits by firm 
management and external informa
tion technology consultants to deter
mine where system vulnerabilities 
exist. These processes include tech-
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nological components like scanning 
a system, engaging a vendor to at
tempt to hack the firm's system, and 
testing backups, as well as practical 
components like sending engineered 
phishing emails to employees to de
termine whether further training for 
employees is necessary . . 

Law firms should also assess the 
types of data it stores to ensure it has 
all legally required policies and secu
rity measures (administrative, pro
cedural and technical safeguards) in 
place. Different types of data require 
different types of safeguards and 
failure to comply with these require·
ments has the potential of making 
both the firm and the client vulner
able to legal and regulatory action. 
For example, if the law firm serves as 
a business associate for a covered en
tity or has access to a financial insti
tution's customer data, it must com
ply with the legal requirements of 
HIP AA and GBLA, which are more 
stringent than the standard ethical 
confidentiality obligations. 

Why are law firms and lawyers 
a significant target for hackers? 

OPSITNICK: Law firms receive 
highly confidential information from 
clients that can be used for financial 
gain or political motives. For ex-

' ample, law firms have the following 
types of data or documents: litigation 
claims, confidential witness identifi
cation, patent applications, financial 
information, merger and acquisition, 
drug study results, and client corre
spondence. 

DOUGHTY: Law firms hold vast 

amounts of valuable information, 
such as financial . records, health re
cords, confidential trade secrets and 
other intellectual property. This type 
of personally identifiable, sensitive 
and financially valuable informa
tion all in one place makes law firms 
desirable targets because it allows 
hackers to access a large amount of 
that sensitive data in one place. 

What laws and ethics rules ap
ply to law firm data security and 
privacy? 

OPSITNICK: Law firms are sub
ject to the same state and federal 
laws and regulations that apply to 
any organization. In addition, the 
ethics rules apply a duty of confi
dence and maintaining competence 
with technology. Alawyer must use 
reasonable means to protect docu
ments relating to its representation 
of a client. 

DOUGHTY: There are various 
state, federal and international pri
vacy and data security laws that 
impose legal obligations on law 
firms. Examples of federal and in
ternational laws include the Health 
Insurance Portability and Account
ability Act (HIPAA), the Gramm
Leach-Bliley Act (GLBA), the Fair 
and Accurate Credit Transactions 
Act (FACTA), and the General Data 
Protection Regulation (GDPR). 
However, the applicability of these 
and the other federal and interna
tional laws is dependent upon the 
data collected and stored by the law 
firm. The specifics of the privacy · 
and data security laws of each state 

vary, but all impose requirements 
to protect the personally identifying 
information (PII) entrusted to any 
business (which includes law firms) 
from unauthorized access or disclo
sure. Failure to comply with state, 
federal and international regula
tions can result in civil suits, regula
tory investigations and/or monetary 
penalties. 

As lawyers, outside of these legal 
obligations, we have a professional 
ethical obligation to maintain the 
confidentiality of the information 
entrusted to us by our clients. Our 
ethics rules prohibit us from reveal
ing information related to our rep
resentation of a client unless the 
client provides informed consent, 
the disclosure is implied based on 
necessity to carry out representa
tion, or it falls within an explicit 
exception. 

We also have an ethical confiden
tiality obligation to make "reason
able efforts" (take affirmative mea
sures) to prevent the inadvertent 
or unauthorized disclosure of, or 
unauthorized access to, information 
relating to the representation of a 
client. The reasonableness standard 
requires consideration of various 
factors, including the sensitivity of 
the information, the likelihood of 
disclosure, the availability and cost 
of safeguards, and the adverse effect 
the safeguards will have on an at
torney's ability to represent the cli
ent. 

Our ethical competence obligation 
to remain informed about changes in 
the law, including the benefits and 
risks associated with the technology 
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required to provide competent rep
resentation, intertwines with our 
confidentiality obligation to analyze 
and determine reasonable efforts for 
preventing the unauthorized and in
advertent disclosure of client infor
mation. The result is that attorneys 
must remain knowledgeable about 
relevant technology in order to com
ply with their ethical duties of com
petence and confidentiality. Failure 
to comply with ethical obligations 
can result in disciplinary action and 
malpractice claims. 

Once a law finn realizes its 
data has been breached, what are 
the steps it should take? 

OPSITNICK: Once a breach is 
discovered, a law firm has a duty 
to provide notice to those persons 
or clients whose data was compro-
mised. · 

DOUGHTY: If the firm has a 
security incident response plan, it 
should follow that plan. These plans 
contain the specific steps, the indi
vidual roles and responsibilities of 
both individuals within the firm and 
external third parties, and resources 
available for the response. It is im
portant to always keep in mind, and 
another reason incident response 
plans are so valuable, that security 
breaches can result in legal action, 
which means evidence preservation 
and external counsel for attorney
client privilege is important. 

If there is no plan, the first step is 
to engage an IT professional to iden
tify and contain the source of the se
curity incident (quarantine file, wipe 
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lost device, etc.). Efforts to restore 
and recover the information should 
follow, as understanding what in
formation was potentially accessed 
or disclosed is vital for determining 
applicable laws and notification re
quirements. 

The firm should also simultane
ously engage legal counsel. It is im
portant to make a legal determina
tion as to whether there has been 
an actual breach. The term ''breach" 
has significant legal meaning when 
determining the potential legal obli
gations and liability of the law firm 
that has experienced a security in
cident. 

Should a law firm carry cyber 
insurance, and if so, what fea
tures should the firm want in its 
policy? 

OPSITNICK: Cyber insurance, 
like other insurance products, is a 
tool for mitigating the costs associ
ated with a cyber incident. It is no 
substitute for the damage to reputa
tion nor is it a rationale for ignor
ing reasonable safeguards to client 
information. 

DOUGHTY: Cyber insurance 
is highly recommended due to the 
financial impact of data breaches. 
Cyber insurance coverage can m~an 
the difference between surviving 
the security incident and going out 
of business. The best cyber insur
ance coverage includes coverage for 
costs such as the IT prof essionalS 
required to contain, remediate and 
restore the firm's data and systems, 
the legal representation responsible 

for making the breach determina
tion and handling any applicable 
notice requirements, and other busi
ness disruptions associated with a 
security incident. However, not all 
cyber insurance policies are created 
equal, and many have exceptions 
in coverage that can render them 
ineffective for the purpose in which 
the firm intends. It is important to 
review any cyber insurance policy 
with counsel and the insurance pro
vider to ensure that coverage is ap
propriate, comprehensive and · does 
not contain excessive exclusions. 

If a law firm has a limited 
budget for security, what should 
its priorities be? 

OPSITNICK: A list of must
haves or a prescription for success 
is difficult to provide because every 
firm and circumstances are differ
ent. I offer the following suggestions 
when pushed: onboarding and an
nual cybersecurity training for staff 
and attorneys; a draft incident re
sponse plan and disaster recovery 
plan; a cybersecurity assessment to 
evaluate your firm security or com
pliance exceptions and relative risk; 
a data audit to ·understand what 
data the firm has and where is it 
kept; and external penetration test
ing to identify true vulnerabilities. 

DOUGHTY: Encryption. The 
form, level, and implementation of 
the encryption protection will vary 
depending on the type of data col
lected and stored and the firm's 
data retention and destruction poli
cies, but all firms should be utilizing 

some type of encryption. 
Intrusion Protection. Maintain

ing up-to-date firewalls, antivirus 
and malware software on all devices 
(PCs, laptops, tablets and phones) 
that are used to access client infor
mation. This includes daily updates 
to ensure all patches are imple
mented and scanning personal lap
tops used to access the network to 
ensure they have the requisite level 
of protection. This also includes 
regular scans of the system and net
work vulnerabilities. 

Passwords. Require complex 
passwords and, if possible, dual" au
thentication for accessing firm net
works and data remotely. Enforcing 
certain password requirements (spe
cific number of characters, numeric 
or special characters, mandatory 
password changes every 90 days, 
etc.) is an inexpensive and effective 
way to protect firm data. 

Education. The firm and its em
ployees should understand the type 
of data the firm collects, the firm's 
legal obligations for that data, and 
the policies and procedures that de
scribe the firm's expectations about 
how that data is kept confidential 
and secure. These policies include 
security policies for email, voice
mail, mobile devices, etc., social 
media policies and data policies for 
data collection, storage;- transmis
sion, retention and destruction. 

Vendor Contracts. All vendors 
that will have access to the firm's 
data should be required to execute 
an agreement that imposes confi
dentiality obligations and addresses 
the restrictions on access, disclo-
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sure and retention/destruction of 
data. Many times, it is important 
that these agreements also include 
indemnification clauses, liability 
limitations and proper allocation of 
responsibility for a security incident 
or breach. 

Can data stored in the cloud 
be considered safe, and what 
should lawyers tell clients about 
their use of the cloud? 

OPSITNICK: We often choose 
data storage in the cloud because 
that organization does it better than 
the firm can, but the danger is that 
you don't know what you don't know 
when it comes to cloud services. 
Evaluate the security of third-party 
or cloud service providers on a pe
riodic basis. A lawyer has a duty of 
communication to its client to dis
cuss the risks associated with utiliz
ing a cloud service. 

DOUGHTY: Cloud-based mech
anisms and service providers can 
be an efficient and effective way to 
store data, and many come with ad
vanced security measures already in 
place. However, law firms should do 
their due diligence in selecting cloud 
providers and should also review 
the provider's security mechanisms 
to ensure that data is protected both 
at rest and in transit. Additionally, 
even top-notch security measures 
are not the silver bullet for mali
cious infiltration or simple human 
error. It is still important to ensure 
that employees are trained and that 
proper processes are in place to deal 
with worst-case scenarios. 
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